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What is a Test Oracle?

Does execution of a test reveal a bug in the code?

Pass: MUT is correct, or test cannot
reveal the bug

Test Inputs Fail: test reveals a bug

Method Under Test
(MUT)



Automated Test Oracle Construction
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‘ ‘ The omcvlc pmb{cm is a well-known cl Abstract
software testing. Without some means of a .
‘ computing the correct answer for test cases, RANDOOP FOR JAVA generates unit tests for Java code us- Input: Output:
ing feedback-directed rz i n
instead compute the results by hand, or use ing cted randon tast Below wede- | 0, 1. emor-
version of the software. In this paper, we im| scribe RANDOOP’s input, output, and test generation algo- under examine revealing )
Jeasibility of revealing software faults by aug] rithm. We also give an overview of RANDOOP's annotation- test cnecution test cases paikon invariant detector reports likely
- N il Fact ifyi rogram; these are often used in assert
code with complete, specification-based azse based interface for specifying configuration parameters that 2. time 2. regression f 3 G O be
aluati hod i 1) devel. " affect RANDOOP's behavior and output. timit test cases ¢ = a), non-zero (x ), being 1n a
evaluation method is to (1) develop a formal s . . . ; Sxecution rary (x = fn(y)), containment (x € y),
(2) translate this specification into assertion. Categories and Subject Descriptors  D.2.5 SOFTWARE 3. properties s
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Program Invariants

Metamorphic Relations

or identify existing faults, and (4) for each ve
assertion-enhanced system containing a fault,
ing a set of test inputs and check for assertio
Our goal is to determine whether specificatio
sertions are a viable method of revealing faul:
gin to assess the extent to which their cost-effec|
be improved. Our evaluation is based on two
involving real-world software systems. Our
cate that specification-based assertions can ¢
veal faults, as long as they adversely affect
state. We describe techniques that we used
ing high-level specifications into code-level as!
also discuss the costs associated with the apj
potential techniques for reducing these costs.

1. Introduction

Testing is a widely used approach for progr
tion. The primary goal of testing is to identify
software during development to help ensure
ware will not fail after deployment. A test c:
an input and expected output, and the system i
correct for that input if the actual output mats
pected output. Despite the fact that testing pro
of correctness for only those test cases that pas
popular due in part to its low, incremental cost.

A key challenge for testing is known as
problem”—the need for some trustworthy met
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1. Introduction

Unit testing is an important and widely-practiced activity
in software development. Unfortunately, writing unit tests
is often tedious, difficult and time consuming. This paper
describes RANDOOP FOR JAVA, a tool that automatically
generates random but meaningful unit tests for Java code
(we have also developed a .NET version of RANDOOP, used
internally at Microsoft). RANDOOP is available at

http://people.csail mit. edu/cpacheco/randoop/

RANDOOP takes as input a set of classes under test, a
time limit, and optionally, a set of “contract checkers” that
extend those used by RANDOOP as default. RANDOOP out-
puts two tests suites. One contains contract-violating tests
that exhibit scenarios where the code under test leads to the
violation of an API contract. For example, test: in Figure 1
is a contract-violating test that reveals an error in Java's col-
lections framework. It shows a way of creating a set s that
violates reflexivity of equality in Sun’s JDK 1.5 and 1.6. In
particular, the call s.equals(s) returns talse, which violates
the API for lang.Object. RANDOOP il ade-

Copyright s held by the auboclowner(s).
OOPSLAWT Octobes 21-25, 2007, Moatreal, Cansda.
ACM 978-1-59593-865-7/070010.
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Example error-revealing test

/7 Fails on Sun 1.5, 1.6
public static void test1() {
LinkedList 11 = new LinkedList();
Gbject of = nex GojactO:
i)
TreeSet ¢1 = mew TresSetQ1);
Sat 1 - Collactions unaod:fsbleSet (1);
Aisert.assertTrue o1, oquals (s1));
)
Example regression test

1/ Pasaes on Sun 1.5, fails on Sun 1.6 Beta 2
public static void test20 {
BitSet b = now BitSet(;
Asaert.assertEquala(ed, b.zize()):
b clone();
Aszert.assertEquala(6d, b.size()):

Figure 1. RANDOOP's input is a set of classes, a time limit,

hputes, and then reports properties that
chnique that can be applied to arbitrary
ctured data sources: it s easy to extend

aikon’s output has been used for gen-
'm proving, repairing inconsistent data

n, at hitp://pag.csail mit.edu/daikon.

rence; Invariant; Likely invariant; Program

lamic invariant detection. Invariants
d ing tasks, from design

and optionally, a set of contract checkers. It
violating tests and regression tests.

fault set of contracts (including reflexivity of equality) that
the user can extend.

The second suite that RANDOOP outputs contains regres-
sion tests. which do not violate contracts but instead capture
an aspect of the current implementation. For example, test2
in Figure 1 shows a regression test that records an aspect
of method Bitset.size()'s behavior (specifically, cloning a
Bitset does not change its size). Regression tests can dis-
cover inconsistencies between two different versions of the
software; test2 reveals an inconsistency between Sun’s JDK
1.5 (on which the test was generated, and thus succeeds by
construction) and Sun’s JDK 1.6 Beta 2 (on which the test
fails). Contract-violating tests and regression tests both have
as their purpose finding errors—the former in the current im-

bved when modifying code. Despite
0 expecting programmers to fully
Im executions. For certain important
ion.
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revealed by the test cases [5). These assertions highlight the
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Automated Test Oracle Construction

Commonality -> determining the EXACT PROGRAM BEHAVIOR



Research Gap

// Correct implementation f(xX) = Ixl * (x + 2) * (x - 2)

public double example(double x) {
double output;

if (x >= 0)

else

output = x * (x + 2) * (x - 2);

output = Math.abs(x) * (x + 2) * (x - 2);

return output;

@Test
public void testl() {

double 0l = example_buggy(0.5);
Assert.assertTrue(“msg”, ol >= 0);

buggy

// Buggy implementation f(x) = Ix * (x + 2) * (x - 2)I

public double example_buggy(double x) {
double output;

output = Math.abs(x * (x + 2) * (x - 2));
return output;

B correct a

o @Test
/ public void test2() {
/ double 02 = example_buggy(-1);

double 03 = example_buggy(1);
Assert.assertEquals(o2, o03);



Research Gap

NEED TO KNOW THE CORRECT (OR INCORRECT) OUTPUT FOR GIVEN INPUTS



Distinguishing Between Correct and Buggy MUTS

f(x) = Ix] * (x +2) * (x - 2)

@Test Expects ol =-1.875 // Correct implementation f(x) = Ix| * (X + 2) * (x - 2)
ublic void testl() { public double example(double x) {
’ 8
double ol = example_buggy(@.5); - x x double output;
Assert.assertTrue(“msg”, ol >= @); > if (X >= 0)
} < output = x * (x + 2) * (x - 2);
Passes on correct code x else
i b q x output = Math.abs(x) * (x + 2) * (x - 2);
Fails on buggy code x return output;
}
@Test Expects 02 =03 / x
public void test2() {
double 02 = example_buggy(-1); /
double 03 = example_buggy(1); // Buggy implementation f(x) = Ix * (x + 2) * (x - 2)I
Assert.assertEquals(o2, o03); public double example_buggy(double x) {
} double output;

0

output = Math.abs(x * (x + 2) * (x - 2));

Passes on correct code return output;

Passes on buggy code 1




Model Interpretation

SEER is beyond solving the ever-challenging test oracle problem



Model Interpretation (Cont’d)

Attention Vector

y 4
iy i N &l
8|| g" * - % —~ % V:'c’*B
Output
;ath.abs
// Buggy implementation f(x) = Ix * (x + 2) * (x - 2)I (
public double example_buggy(double x) { .
double output; .
output = Math.abs(x * (x + 2) * (x - 2));
return output; 6
} x+2
) 0.4
( 0.3
x-2
)

Self Attention Matrix



Model Interpretation (Cont’d)

SEER bridges the gap between testing and debugging



Attention Analysis

Input: MUT’s tokens Tkn = {cy, ...,c,}
Input: MUT’s statements Smt = {s,...,s,,}
Input: S4 = [[woy,...,w0,],...,[Wng, ...,wn,]]
Input: Attention threshold &

N

o L 9 &N U A

Output: Attended tokens ATkn, Attended statements ASm¢

ATkn — @
ASmt — 0

3 |foreach row = [wiy,...,wi,] € SA do
/l'localATkn = {{c,ind,) | ind; is index of c;in Tkn}

localATkn < getMostAttended(row, Tkn, k)

foreach (c,ind,) € localATkn do

if =ATkn.contains({c,ind,)) then
ATkn «— ATkn U c¢;

foreach s; € Smt do
if | s; N ATkn | > k then
ASmt — ASmt U s;

Self Attention Matrix

// Buggy implementation f(x) = Ix * (x + 2) * (x - 2)I

public double example_buggy(double x) {
double output;
output = Math.abs(x * (x + 2) * (x - 2));
return output;
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Research Questions

— +¢ Effectiveness in predicting test labels
¢ Generalization to unseen projects
—> +¢ Interpretation analysis

** Performance

11



Experimental Setup

SEER's dataset is built on top of Defects4J) + Augmentations

Dataset
Defects4] Higher-Order Mutants
Projects # Bugs # Mutants #Tests
#Pass, #Fail (Contribution%) Developer Tests Randoop Tests Developer Tests Randoop Tests
# Pass # Fail # Pass # Fail # Pass # Fail # Pass # Fail
Compress 47 24,322 30,753 (30.26%) 1,214 22 2,965 2,230 385 265 192 23,480
Lang 64 12,824 15,130 (14.89%) 702 59 1,249 296 397 509 1,124 10,794
Chart 26 4,313 14,901 (14.66%) 248 37 5,316 4,987 154 109 229 3,821
Math 106 9,488 13,580 (13.36%) 1,685 91 1,584 732 732 814 546 7,396
Codec 18 8,973 10,210 (10.05%) 271 11 648 307 375 54 93 8,451
Closure 174 1,615 3,170 (3.12%) 1,431 8 113 3 768 76 49 722
JacksonDatabind 112 581 2,818 (2.77%) 2,133 27 77 0 410 94 42 35
Time 26 203 2,415 (2.38%) 1,765 39 255 153 84 70 18 31
Jsoup 93 677 2,134 (2.1%) 925 57 458 17 125 234 277 41
Cli 39 913 1,612 (1.59%) 348 10 292 49 106 75 371 361
Csv 16 1,166 1,582 (1.56%) 327 6 83 0 297 2 23 844
JacksonCore 26 941 1,420 (1.4%) 331 15 105 28 320 163 136 322
Gson 18 531 1,386 (1.36%) 678 15 93 69 295 92 144 0
JxPath 22 143 314 (0.31%) 93 1 74 3 0 1 105 37
Mockito 38 0 100 (0.1%) 56 39 5 0 0 0 0 0
JacksonXml 6 49 81 (0.08%) 19 1 9 3 28 12 2 7
Collections 4 0 7 (0.01%) 4 1 2 0 0 0 0 0
Total 835 66,739 101,613 (100%) 12,230 439 13,328 8,877 4,476 2,570 3,351 56,342




Can SEER Effectively Predict Test Labels?

SEER’s Evaluation

Accuracy Precision Recall F1 Score
93% 86% 94% 90%

The longer the MUTs and test, the better the performance of SEER
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Can SEER find buggy statements?

Attended Buggy Statements

x 100

% Discoverd Buggy Statements = Buggy Statements
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E 1201  Even with a small attention threshold, SEER
S identifies 50% of the buggy statements
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Attention Threshold
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Can SEER find buggy statements?

SEER is effective on enhancing bug localization



Can SEER find buggy tokens?

St
©
)
O
Q
5 = >
= (]
= £ >
(Vp] o frar)
public static
String

encodeBase64String(

byte(]

public static String encodeBase64String( _
byte[] binaryData) {return StringUtils.newStringUtf8( binaryData) {

encodeBase64(binaryData, | true))j; return

3
StringUtils.newStringUtf8(

binaryData,

true))

;)
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Can SEER find buggy tokens? (Cont'd)

S « B¢ IB' ¢« g9
boolean
public boolean equals(Object obj) { if l "
if (this == obj) obj it "
return true; return true I M
if (obj == null Il getClass() != obj.getClass()) I
return true '
ZipArchivekntry other = (ZipArchiveEntry) obj; ®
if (name == null) { o
if (other.name != null) other
return false;
} else if (!'name.equals(other.name)) it
return false;
return false;
} return false I
«

17



Conclusions

** We propose SEER for automated test oracle construction
«* SEER learns the correlation between inputs and outputs
»* SEER model is interpretable and can enhance bug localization

** SEER is highly accurate and generalizable to unseen projects

‘ ’ https://github.com/Intelligent-CAT-Lab/SEER
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