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Software Bugs
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A software bug is an error that makes a program deviate from its intended 
requirements

def average(nums):
     total = sum(nums)
     return total / len(nums)

Buggy Code

assert average([1, 2, 3]) == 2.0  # pass ✅
 assert average([]) == 0.0         # fail ❌

def average(nums):
     total = sum(nums)
     return total / len(nums) if nums else 0.0

Correct Code

assert average([1, 2, 3]) == 2.0  # pass ✅
 assert average([]) == 0.0         # pass ✅
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A software bug is an error that makes a program deviate from its intended 
requirements

def average(nums):
     total = sum(nums)
     return total / len(nums)

Buggy Code

assert average([1, 2, 3]) == 2.0  # pass ✅
 assert average([]) == 0.0         # fail ❌

def average(nums):
     total = sum(nums)
     return total / len(nums) if nums else 0.0

Correct Code

assert average([1, 2, 3]) == 2.0  # pass ✅
 assert average([]) == 0.0         # pass ✅

Debugging in Software Engineering is the process of
detecting, localizing and repairing Software Bugs



v Manual Debugging

Ø Peer-programming

Ø Logging traces

v Automated Debugging

Ø Testing

Ø Program Analysis

v Learning-based Debugging

Ø Language Models

Debugging Techniques
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def average(nums):
     print(“DEBUG >> nums: ”, nums)
     total = sum(nums)
     return total / len(nums)

assert average([1, 2, 3]) == 2.0  # pass ✅
 assert average([]) == 0.0         # fail ❌

Are these techniques evaluated 
effectively? Can we challenge 

these techniques?



Limitations of Existing Bug Generation Techniques
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v Saturated

Ø Defects4J: 11 years old

Ø Data contamination

v Simple

Ø Rule-based mutation operators

Ø Easy for bug detection techniques

v Single-line

Ø Bugs are only in one location

Ø Easy for bug repair techniques

Can we generate 
hard-to-detect and 
hard-to-repair bugs?



BugFarm
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v A framework for end-to-end synthetic bug generation

Ø Analyze the attention mechanism of the bug detector and repair model

Ø Identify least attended locations to inject bugs

Ø Generate multiple bugs for those locations

v BugFarm generates hard-to-detect and hard-to-repair bugs

Ø Different unseen bug patterns from training data

Ø Similar representation to models as correct code

v Compared against state-of-the-art bug generator techniques

Ø LEAM

Ø μBERT 



BugFarm Framework
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Method Extractor

1https://github.com/jose/javalang.git 9

v Use language specific parser to extract methods and constructors

v Javalang1 parser for Java programming language

v Create parse tree of each Java file

v Locate method declaration

v Extract methods and their signatures



BugFarm Framework
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Attention Analyzer
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v Given a method and a model

v Extract token attention weights

v Extract least-attended tokens (LATs)

v Rank statements based on LATs

v Extract least-attended statements (LASs)

v Threshold “K” is used to get top-K
LATs and LASs

v K = 10% in all experiments



Attention Analysis - Example
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private void handleOption(Option option) throws ParseException {

    // check the previous option before handling the next one

    checkRequiredArgs();

    option = (Option) option.clone();

    updateRequiredOptions(option);

    cmd.addOption(option);

    if (option.hasArg()) {

        currentOption = option;                                  

    } else {

        currentOption = null;                                    

    }

}

Least Attended 
Statements
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Bug Generator
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v Given a method and LASs

v Prompt a strong LLM to generate N
different buggy versions

v Validate the generated bugs are
parseable

v Ensure changed statements are still
LASs

v N = 3 in all our experiments and
gpt-3.5-turbo is used as strong LLM



Bug Generator - Example
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Experimental Setup
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v Mutant Generation Techniques:

Ø LEAM: Use deep learning to learn to mutate code from large set of examples

Ø μBERT: MASKs AST nodes and uses language models to predict them

v Automated Bug Confirmation:

Ø 1,908,566 mutants | 699,575 syntactically correct | 434,215 confirmed bugs

v Models:

Ø Bug Prediction (CodeBERT, NatGen, CodeT5), Automated Program Repair (CodeT5-large)

v Subject Projects:

Ø 15 Java projects from Defects4J



Manual Bug Confirmation
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v 300 samples from confirmed bugs

v 97 participants & 3 participant / sample

v Labels: Yes (bug), No (not bug), Maybe

v 290 person-hours

v 143 samples confirmed as bugs by
majority voting:

Ø BugFarm: 72 (50.35%)

Ø μBERT: 53 (37.06%)

Ø LEAM: 18 (12.59%)

Bug Difficulty Analysis



Research Questions
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v RQ1: Characteristics of generated bugs

v RQ2: Effectiveness in generating hard-to-detect bugs

v RQ3: Effectiveness in generating hard-to-repair bugs

v RQ4: Performance



Characteristics of Generated Bugs
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v BugFarm changes more statements to generate bugs than LEAM and μBERT



Characteristics of Generated Bugs
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v BugFarm changes are bigger, yet less noticeable than LEAM and μBERT 



Effectiveness in Generating Hard-to-Detect Bugs
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v Bug prediction models have a hard time predicting BugFarm bugs



Effectiveness in Generating Hard-to-Detect Bugs

27

v Bug prediction models have a hard time predicting BugFarm bugs



Effectiveness in Generating Hard-to-Repair Bugs
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v State-of-the-art FitRepair APR model with CodeT5-large

v Bugs with one, two, or more statements from BugFarm, LEAM, and μBERT

v Bugs are considered hard-to-repair if APR model cannot repair them



Effectiveness in Generating Hard-to-Repair Bugs
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v State-of-the-art FitRepair APR model with CodeT5-large

v Bugs with one, two, or more statements from BugFarm, LEAM, and μBERT

v Bugs are considered hard-to-repair if APR model cannot repair them



Performance
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v BugFarm generates bugs in 9.2s compared to LEAM=35s and μBERT=28s 



Concluding Remarks
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v We introduce BugFarm, a language and model-agnostic tool for synthetic bug 
generation

v BugFarm bugs are unique and involves changes in multiple statements

v It generates hard-to-detect and hard-to-repair bugs

v BugFarm generates bugs x3.80 and x3.04 faster than LEAM and μBERT

v Future Work:

o Integrate BugFarm with more recent reasoning LLMs

o Measure the closeness with real bugs
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